No. 20(3)/2022-CERT-In
Government of India
Ministry of Electronics and Information Technology (MeitY)
Indian Computer Emergency Response Team (CERT-In)

Electronics Niketan,
6 CGO Complex,
New Delhi-110003

Dated: 27 June, 2022

Subject: Extension of timelines for enforcement of Cyber Security Directions of
28" April, 2022 issued under sub-section (6) of section 70B of the Information
Technology Act, 2000 for MSMEs and also for implementation of mechanism for
validation of subscribers/customers details by Data Centres, VPS providers,
Cloud Service providers and VPN Service providers - regarding

Whereas, Indian Computer Emergency Response Team (CERT-In), the national
agency appointed by Central Government for performing specified functions in the
area of Cyber Security in terms of provisions of Section 70B of the Information
Technology Act, as amended (IT Act) has issued Cyber Security Directions No.
20(3)/2022-CERT-In on 28.04.2022 in exercise of powers bestowed to CERT-In vide
sub-section(6) of the section 70B of the IT Act relating to information security
practices, procedure, prevention, response and reporting of cyber incidents for Safe &
Trusted Internet. The direction is available at https://cert-in.org.in/PDF/CERT-
In_Directions_70B_28.04.2022.pdf.

And whereas, these Cyber Security Directions issued on 28" April 2022 is to become
effective after 60 days from the date of issuance.

And whereas, the extension of timelines for implementation of these Cyber Security
Directions of 28" April, 2022 have been urged in respect of Micro, Small and
Medium Enterprises (MSMESs) for providing reasonable time for generating capacity
building required for implementation of these Directions and also additional time has
been sought as well for implementation of mechanism for validation of
subscribers/customers by Data Centres, Virtual Private Server (VPS) providers, Cloud
Service providers and Virtual Private Network Service (VPN Service) providers.

And whereas, the matter of extension of timelines for implementation of Cyber
Security Directions of 28" April 2022 in respect of MSMEs and also for the aspect of
Implementation of mechanism for validation of subscribers/customers by Data
Centres, Virtual Private Server (VPS) providers, Cloud Service providers and Virtual
Private Network Service (VPN Service) providers has been considered.

Page1of4


https://cert-in.org.in/PDF/CERT-In_Directions_70B_28.04.2022.pdf
https://cert-in.org.in/PDF/CERT-In_Directions_70B_28.04.2022.pdf

Now, therefore, it is herein provided that the CERT-In’s Cyber Security Direction
No. 20(3)/2022-CERT-In of 28.04.2022 will become effective on 25" September,
2022 for Micro, Small & Medium Enterprises (MSMES) which are covered as per the
criteria for classification of micro, small and medium enterprises, notified by
Ministry of Micro, Small & Medium Enterprises, Government of India vide
notification no. 2020 S.O. 1702(E) dated 1% June 2020 in exercise of the powers
conferred by sub-section (1) read with sub-section (9) of section 7 of the ‘Micro,
Small and Medium Enterprises Development Act, 2006.

Further, it is also provided that the requirement relating to the aspects of registration
and maintenance of “Validated names of subscribers/customers hiring the services”
and “Validated address and contact numbers” by Data Centres, Virtual Private Server
(VPS) providers, Cloud Service providers and Virtual Private Network Service (VPN
Service) providers incorporated at paragraph no.(v) a.& f of CERT-In’s Cyber
Security Direction No. 20(3)/2022-CERT-In of 28.04.2022, to the said limited extent,
will become effective on 25" September, 2022
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Annexure

Notification no. 2020 S.0. 1702(E) dated 1% June 2020, Ministry of Micro, Small &
Medium Enterprises, Government of India

Rredt 4. i.uw.- 33004/99 REGD. NO. D. L.-33004/99
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HEH, T A AeqH IAHA JATGG

% TEwet, 1 519, 2020
FTAT. 1702(3).—TH, 7 ¥ Feaw =0 == ataf=a=s, 2006 (2006 w1 27) Fi amr 7 Fi
IT-GTIT (9) F ATT TTST IT-ATT (1) FTET T&T SFAT HT TART FH7d g0 FAT AT & TSI, AT,
qET-10, | 3, 37-we (i) ¥ faw 30 fdew, 2006 F @7, &1, 1642 (3) F g7 TH1Ea 9T AaT,
T TR FATA A =T 20 A=, 2006 F SATEa=T F ATEwEw § 47 UH Aigwaw W ey
T FT gt e T ST e w0 R T, FF A9 USEgT 95, O 9T HeTd IEEl 6
o feaforfag amEst it afeeg=g #9df g, araa—
i. T = Ag 2 e e i mefeE gt sueee § U w0 w90 6 atiw w6 A 1585
FTAT & TAT IHHT FILETE T FE 797 F AT4F T21 21aT 2,
i, o AN A g oaH T #e Aot AT IUhe § T FA0E w90 F ATHF B qA9 @
AT 2 TAT SHAT FLETE T TLIE TI0 7 18T T2 24T 2;
ii. W SEw Ag 2 R "o o wefiei wuaT Suey § u= A wun F afaw wr e
T2 AT T TAT IRT BT 3T TT T FLE TO0 T ATEF T2 26T 2

TZ AtEF=AT 01.07.2020 F W ZH0

[F1.9. 2/1(5)/2019-fiuest/AifT (Fe-1V)]
™, ¥, 9T, OrT

2340 GI/2020 95
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THE GAZETTE OF INDIA : EXTRAORDINARY [PART II—SEC. 3(ii)]

MINISTRY OF MICRO, SMALL AND MEDIUM ENTERPRISES
NOTIFICATION
New Delhi, the 1st June, 2020
S.0. 1702(E).—In exercise of the powers conferted by sub-section (1) read with
sub-section (9) of section 7 of the “Micro, Small and Medium Enterprises Development Act, 2006 (27 of
2006) and in supersession of the notification of the Government of India, Ministry of Small Scale
Industries. dated the 29™ September. 2006. published in the Gazette of India. Extraordinary, Part IL
Section3. Sub-section(ii). vide S.0. 1642(E). dated the 30 September 2006 except as respects things done

or omitted to be done before such supersession, the Central Government, hereby notifies the following
criteria for classification of micro. small and medium enterprises. namely:—

(i) a micro enterprise, where the investment in Plant and Machinery or Equipment does not
exceed one crore rupees and turnover does not exceed five crore rupees;

(i) a small enterprise, where the investment in Plant and Machinery or Equipment does not exceed
ten crore rupees and turnover does not exceed fifty crore rupees:

(iii) a medium enterprise, where the mmvestment in Plant and Machinery or Equipment does not
exceed fifty crore rupees and turnover does not exceed two hundred and fifty crore rupees.

This notification shall come into effect from 01.07.2020.
[F. No. 2/1(5)/2019-P&G/Policy (Pt.-IV)]
A. K. SHARMA, Secy.
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